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BBenenue

Hacrosimass [lonutuka wuHQoOpmanuoHHO  Oe3omacHocTH — (manee -
[TonuTuka) EruneTckuii yHUBEpCUTET UCIaMCKON KynbTypbl Hyp-MyOapak (nanee
- BY3) onpenensieT ocHOBHbBIE IPUHIUIIBI, HAIPABJICHUS U TPEOOBaHUS TIO 3aIUTE
uH(popMaIuu, SIBISETCS OCHOBOM g obOecreueHus pexuma UHGOpMaIMOHHOU
0e30MacHOCTH, CIYKUT PYKOBOACTBOM TIpH pa3pabOTKE COOTBETCTBYIOIIUX
[Tonoxenuit, [Ipasuii, MUHCTpYKIMI.

HopmatnBHO-ipaBoByt0 OcHOBY llosmMTHkn cocTaBiseT 3aKOHOAATEIBCTBO
Pecry6imuku Kazaxcran mo BompocaM MCIOJb30BaHUST HHPOPMAIIMOHHBIX CUCTEM,
HOpMaTUBHBIE  TIpaBoBble  akThl  PecnyOnuku  Kazaxcran, TpeOoBaHus
MEKTyHAPOIHBIX CTAHJAPTOB yNpaBieHUS UHGOPMAIMOHHON O€30M1aCHOCTHIO.

O6Gecneuenre MHPOPMAITMOHHON 0€30MACHOCTH - HEOOXOAUMOE YCJIOBHUE
JUISL YCHEIIHOTO OCYLIECTBIICHUS KOMMeEpUYecKon nesrenbHocTd BY3a. BY3
paccMarpuBaeT  MHQOpMAlUIO KAk  OAWMH W3  BaXHEWUIIUX  aKTHUBOB.
NudopmarmonHas 6€301MacHOCTb SIBISIETCS 3JIEMEHTOM o01el nmonutuku BY3a B
chepe obecrnieueHust Ge3omacHOCTH ydeOHOro mporiecca. Hapyiienus B qaHHOM
00JIaCTH MOTYT MPUBECTU K CEPHE3HBIM MOCIEACTBUSAM, BKIIIOYAs TOTEPIO JTOBEPHSI
CO CTOPOHBI KJIMEHTOB M CHUYKEHUIO KOHKYPEHTOCIIOCOOHOCTH.

Ob6ecneuenre MHGOPMAIIMOHHON 0€30MaCHOCTH BKIIIOYAET B ce0si J00YI0
NeSTeTbHOCTD, HAMIPABJICHHYIO Ha 3alIUTy WH(DOpMAIIUK W/WIIH TIOAIeP KUBAIOIIEH
uHpacTpyktypel. IlonuTuka OXBaThIBAa€T BCE AaABTOMATHU3UPOBAHHBIE U
TEIEKOMMYHUKAIIMOHHBIE CUCTEMBI, BIAJEIbIEM M TMOJb30BaTEIEM KOTOPBIX
asisieTcsa BY3. [1on0keHns HacTOAIET0 JOKYMEHTA OTHOCATCSI KO BCEM LITATHBIM
pabOTHMKAM W BpPEMEHHBIM  pabOOTHUKAM,  UMEIIIMUM  JOCTyn K
ABTOMATHU3MPOBAHHBIM U TEJIEKOMMYHUKAIIMOHHBIM cucteMam BY 3a.

Heorpemiiemoif yacThi0 OpraHu3alud 3aliuThl HHGOPMAIUU  SBISIETCS
HEIPEPBIBHBIN KOHTPOJIb 3(P(HEKTUBHOCTH MPEANPUHUMAEMBIX MEp, OMpeIeTIeHUE
s pabotHukoB BY3a mepedHs HEIONMyCTUMBIX —JEHWCTBUH, BO3MOXHBIX
MOCJEACTBUNA U OTBETCTBEHHOCTH.

Peanmuzanust [loauTuku AOMKHA HMCXOJUTh W3  MOPEANOCBUIKH, YTO
HEBO3MOXKHO O0€CnedynTh TpeOyeMblil YPOBEHH 3alUIIICHHOCTH WH(MOpPMAIUU HE
TOJBKO C TIOMOIIBIO OJHOTO OTACIBHOIO CpeACTBa (MEpPONPHUATHS), HO U C
MOMOUIBIO UX MPOCTOM COBOKYMHOCTH. HE00X0AMMO MX CHCTEMHOE COTrIacOBaHUE
MeXAy co0oi (KOMIUJIEKCHOE NpPUMEHEHHUE), a OTAeNIbHbIe pa3pabaTbiBaeMble
AJIEMEHThl WH(OPMAIIMOHHOW CHUCTEMBI JOJDKHBI PacCMaTpuBaThCA KaK 4YacThb
eauHoil  MHGOPMAIMOHHOW CHUCTEMbl B  3alllMIIEHHOM HCIOJHEHUH TpHU
ONTUMAJILHOM COOTHOIIEHUM TEXHUYECKUX (ammapaTHbIX, TPOTPAMMHBIX) CPEJICTB
Y OpTraHU3allMOHHBIX MEPOTIPUSITHUH.

1. TepMuHBbI U onIpeie/IeHUS
B nacrosmel [Tonutrke UCHOMB3YIOTCS CIIETYIONINE TOHSITHS:



Erunerckuii yauBepcureT uciaamckoil kyabtypsl Hyp-Myo6apaxk | I1Y- Hyp-Myéoapax EYHK
CMK | ny -001-7-2021

TlosinTHKA HHPOPMAMOHHOI §€30IACHOCTH 18 erp. 5 crp.

Aymenmugukayus - TpOBEepKa TMNPUHAAICKHOCTH CyOBEKTYy JOCTyma
MPEABIABICHHOTO UM UJEHTU(UKATOPA; TOATBEPKICHUE TTOITTUHHOCTH.

bezonacnocmv  unpopmayuu - 3anUUIICHHOCTh HH(pOpPMAIIUU OT €€
HEXEJIATeNIbHOTO pasrilalleHus (HapyleHus] KOH(UIEHIIUATbHOCTH), UCKAXEHUS
(HapylIeHUs] IEJIOCTHOCTH), YTPaThbl WJIM CHUXKEHUS CTENEeHHU JOCTYIHOCTH, a
TaK)Ke€ HE3aKOHHOTO €€ THPAKUPOBAHUSI.

Jlocmynhocms - BO3MOMHOCTh JJISI  aBTOPU30BAHHOIO  I0OJIH30BATENS
MH(OPMAIMOHHON CUCTEMBI 3a MPUEMIIEMOE BpeMs MOJIYYUTh MH(DOPMAITMOHHYIO
YCIIYTY, TPETYCMOTPEHHYIO (DYHKITMOHATBHOCTHIO.

Hoenmuguxkayuss - TPUCBOCHHE CYObEKTaM HM OOBEKTaM J0CTyma
uaeHTuuKartopa U (WIM) CpPaBHEHUE MPEIBSABISEMOrO HACHTUPHUKATOPA C
MIEPEYHEM MPUCBOCHHBIX UIECHTU(UKATOPOB.

Hngpopmayuonnas 6ezonacnocms (Mb) - KOMIUIEKC aIMUHHUCTPATHUBHO-
MPaBOBBIX,  OPTraHU3AIMOHHO-PACTIOPSAIUTEIBHBIX WM TEXHHYECKHX  Mep,
HalpaBJeHHBIX Ha obecreueHne KOH(PUACHIMAIBHOCTH, IEJIOCTHOCTH U
CaHKIIMOHUPOBAaHHOW JOCTYMHOCTH HH(pOpMalMu B Ipoliecce ee coopa,
00paboTKH, Nepeaadyu U XpaHEeHHUs.

Ungopmayuonnaas  cucmema  (MC)  obpabomku  unpopmayuu -
OpraHu3allMOHHO-TEXHUYECKas CTPYKTYpa, MpeICTABIISIONIAs coboit
COBOKYITHOCTb CIEAYIOIINX B3aMMOCBSI3aHHBIX KOMIIOHEHTOB:

- TEXHUYECKUX CPEJICTB 00padOTKHU U Mepejadnl TaHHbIX;

- METOJOB U aJroOpuTMOB OOpabOTKMU B BHJIE COOTBETCTBYIOIIETO
IPOTPaMMHOTO 00ECTICUCHHUS;

- 0a3 JaHHBIX HA PA3JIMYHBIX HOCHUTEIIAX;

- TepcoHala W TOJb30BaTeNel, OOBEAMHEHHBIX IO OpPraHU3aIMOHHO-
CTPYKTYPHOMY, TEMaTHYECKOMY, TEXHOJOTHICCKOMY HMJIM APYTHM MPU3HAKAM TSI
BEITIOJTHCHHS aBTOMATH3UPOBAHHONW 00pa0OTKH JaHHBIX.

Konguoenyuanonocmo - 3alMTa  OT  HECAHKIMOHMPOBAHHOTO
O3HAKOMJICHHUSI.

Hecaukyuonuposannoe Oeticmgue - JIeUCTBHE CYOBEKTa B HapyIICHUE
YCTaHOBJICHHBIX B CUCTEME MPABIII 00pabOTKH WH(MOPMAITUH.

Ilonv306amensy - CyObEKT, MOJB3YIONUNACS WH(DOPMAITUEH, TOTYYEHHON OT
ee COOCTBEHHHKa, BIaJeiblla WIA TIOCPEIHUKA B  COOTBETCTBHUU  C
YCTaHOBJICHHBIMH TTpaBaMH 1 TIPaBUJIAMH JIOCTYTA K HH(OPMAIIHH.

Cemv (noxanvras cemo, JIBC, LAN) - rpynna TOYEK, Y3JIOB WJIH JIPYTUX
YCTPOWCTB, COEOUHEHHBIX KOMMYHHMKAIIMOHHBIM HAO0OpoM 00OpyIoBaHUS,
oOecrieynBaroIIee COSAMHECHUE CTAHIINKN | Iepeaqy Mexay HUMHA HH(pOpMaIInu.

Veposa - peanbHO WM TOTEHIIMATHFHO BO3MOXKHBIE ACHCTBHS 110 peaTnu3aliuu
OMMACHBIX BO3JCHCTBYIOMUX (AKTOPOB C TMEIBI0 TNPEIHAMEPEHHOTO WM
CIIy4aitHOro HapylIeHUs pexxuMa (QyHKIIMOHUPOBAHUSI 00BEKTA.

Vaseumocms - mobas XapaKTepUCTHKAa aBTOMATHU3WPOBAHHON CHCTEMBI,
WCITOJIb30BAaHUE KOTOPOH MOKET MIPUBECTH K PEATH3AIlUU yTPO3.
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Llenocmnocms ungpopmayuu - CBOUCTBO MH(GOpPMALIUH, 3aKITIOYAIOIICEeCS B
e¢ CYIISCTBOBAaHHM B HEHWCKAKEHHOM BHJIEC (HEM3MEHHOM IO OTHOIIEHHUIO K
HEKOTOPOMY €€ COCTOSIHHIO).

Hughposanue - 310 mpeoOpazoBaHuEe IAAaHHBIX B HEUUTAOCIBHYIO GopMmy,
UCTIONB3YS KITFOUH MU(POBAHUS-PACIIA(DPOBKH.

2. Ilesi1, 3a1a4Yv ¥ OCHOBOIIOJIAraKIIUe IIPUHIUIIbI

2.1 OcHOBHOM 1LIETBIO CUCTEMBI HH(DPOPMAIIMOHHONW 0€30MacHOCTH SBIISETCS
3amuTa kopmopatuBHoM MC BVY3a 0T BO3MOXHOTO HAHECEHUS UM
MaTepUaIbHOro, (PU3NYECKOTr0, MOPAJIBHOIO WJIM HHOTO yiiepba IOCpeacTBOM
CIIy4allHOTO WJIM IPEJHAMEPEHHOr0 BO3/EUCTBUS HAa MH(POPMAIUIO, €€ HOCUTEH,
npouecchl 00pabOTKU U epeaayu, a TakKe MUHUMHU3aLUsl YPOBHSI pUCKOB.

2.2 OCHOBHBIMM 3aJladyaMH CUCTEMbl HH(POPMAIMOHHON 0e301macHOCTH
SBJISFOTCSL:

2.2.1 oTHeceHue MHPOPMALMH K KATETOPUH HECEKPETHOW, OTPaAaHUYEHHOIO
pacnpocTpaHeHusi, OaHKOBCKOM, KOMMEPUYECKOW W JAPYrMM BHJaM TalH, HHOU
KOH(HICHINANbHON WH(OpManuu, MOAJIEkKANIEH 3alllUTe OT HEMPaBOMEPHOIrO
UCITIOJIb30BAHUS;

2.2.2 IpOrHO3UPOBAHUE U CBOEBPEMEHHOE BBISIBIIEHUE YyIrpo3 0€30MacHOCTH
uHpopmarimoHHeiM pecypcam BVY3a, npuumH U ycloBHM, CIOCOOCTBYIOIIUX
HAHECEHNI0 (PMHAHCOBOTO, MAaTEPHAIIBHOIO U MOpPAJbHOrO yuiep0a, HapylIEHUIO
€ro HOPMaJIbHOTO (PYHKIIMOHUPOBAHUS U Pa3BUTHS;

2.2.3 co3manue ycinoBuil (QyHkimoHupoBanus BY3a ¢ HanmeHsbIei
BEPOATHOCTBIO peajn3aluu Yrpo3 0e30MacHOCTH MH(OPMAIIMOHHBIX PECYPCOB U
HaHECeHUs yIiepoa;

2.2.4 co3maHre MeXaHW3Ma M YCIOBUU OINEPATUBHOTO pearupoBaHUs Ha
yrpo3bl HH(HOPMALMOHHON OE30MMACHOCTH U MPOSBICHUE HETATUBHBIX TEHACHUUHN B
dbyukiuonupoBanun  BY3a, Ha  OCHOBE  HOpPMATHUBHBIX,  IPABOBBIX,
OpraHU3alMOHHBIX U TEXHUYECKUX MEP U CPEICTB 0OecrnedeHus 0€30MacHOCTH;

2.2.5 co3maHuWe YCJIOBUM JJIsI MAKCHUMaJbHO BO3MOXKHOTO BO3MEIICHUS U
JIOKaNU3aluu yuiep0a, HAHOCUMOTO HEMPABOMEPHBIMU JACHCTBUAMH (PU3UUECKUX U
IOPUIUYECKUX JIULI.

2.3 TlocTpoenue cucrtembl obecrnieueHus: 6ezonacHocTd nHpopmanuu BY3a
U ee (YHKIMOHUPOBAHUE JIOJDKHBI OCYILECTBIATHCS B COOTBETCTBUU CO
CJIEIYIOLIMMU OCHOBHBIMH MTPUHIUIIAMHU:

2.3.1 3aKkOHHOCTH - COOJIOJIEHWE 3aKOHOJATEIhCTBA MO  3alUTe
uHbOpMaAllMU U 3aKOHHBIX HHTEPECOB BCEX YYACTHUKOB HH(POPMAIIMOHHOTO
oOMeHa;

2.3.2 CHCTEMHOCTH - TOJXOJI K BOMPOCaM OpTraHU3aIluu UHPOPMAIMOHHOM
0€30MacHOCTH JOJKEH OBITh JIOTHYECKHMM M TIOCJIEOBATEIbHBIM: B IEPBYIO
ouepe/ib OlLEHKa pUCKa MH(POPMAIMOHHOW O€30MaCHOCTU HMCXOAS M3 pPEalbHbIX
yIpo3 U YSI3BUMOCTH WH(OPMAIIMOHHBIX PECYpPCOB, 3aTEM CO3/IaHHME KOMIUIEKCa
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OpPTaHW3alMOHHBIX W TEXHUYECKUX MEP M CPEJCTB 3alllUThI, YYUTHIBAIOIINX
cnenuduky BY3a;

2.3.3 a>ddexTuBHOCTH - peamu3yeMble B Pa3yMHO JIOCTaTOYHOM OOBEMe
MEpPBI U MEpONpUATHs 10 obecrieueHnto Vb 1omKHBI CBOAUTH PUCKU K MUHUMYMY,
IpU 3TOM aJeKBaTHOCTh U J(PQPEKTUBHOCTH 3AIIUTHBIX MEp JOJDKHA OBITh
OlICHWBaeMa Ha PeryJIsIpHON OCHOBE;

2.3.4 1enecooOpa3HOCTH - COOJIOJICHHE COpPa3MEpPHOCTH 3aTpaT Ha
oOecrieyeHue 3aluThl UHPOPMAIIMKM U MOTEHIUAIBHBIX MOTEPh MPHU peau3aiiu
yTpos;

2.3.5 HeNmpepbIBHOCTH - NOPUHIUN  (DPYHKIIMOHMPOBAHUSA  CUCTEMBI

WH()OPMAITMOHHOW O€30MACHOCTH, YYMTHIBAIOIIMM, YTO 3JIOYMBIIUIEHHUKA B
10001 MOMEHT BPEMEHH HIIYT BO3MOXKHOCTh 00XOJa 3alllUTHBIX Mep, mpuoeras
JUTS 3TOTO K JIETAIbHBIM U HEJETaAJIbHBIM METOJIaM;

2.3.6 B3auMOJICCTBUU U KOOPJMHAIIMH - OCYIIECTBJICHUE MEp oOecriedeHus
MH(POPMAIMOHHON 0€30MacHOCTH Ha OCHOBE YETKOM B3aMMOCBS3H MOJIpa3iesieHui
CIIy’KObl 0€30MaCHOCTH, HMH(POPMALMOHHBIX TEXHOJOTUA U TMOJApa3/IeICHUMN-
MOJIb30BaTENIe MHPOPMALIMOHHBIX PECYPCOB, CTOPOHHUX CHEIUATU3UPOBAHHBIX
opraHuzanuiéi B 00jJacTd  3amuThl  UHPOpMAMM M OOCIYKHUBaHUS
WHOOPMAITMOHHBIX CHUCTEM, KOOpDJIWHAIMU WX YCHUIUW IS JIOCTHIKCHUS
MOCTaBJICHHBIX LEJIed, a TakKe B3aUMOJECHUCTBUS C  YMNOJHOMOYEHHBIMU
rOCyJapCTBEHHbIMU  OpraHaMH. OKCIUTyaTalHsi TEXHUYECKUX CPEACTB U
peanuzaiuss Mep HHPOPMAIIMOHHOW O€30MacHOCTH JOJDKHBI OCYIIECTBIISTHCS
po(eCcCUOHATIBHO MOJATOTOBJIEHHBIMU CrieUaIUCTaMHU OTBETCTBEHHBIX
noapasaenenuii BY 3a;

2.3.7 COBEpHIEHCTBOBAHNUH - COBEPIICHCTBOBAHHE MEP U CPEACTB 3AILMTHI
uH(pOpMaIMu HAa OCHOBE COOCTBEHHOI'O ONBITA, MOSIBJIEHUS HOBBIX TEXHUYECKUX
CPEIICTB C YYETOM HM3MEHEHHMI B METOJaX W CPeAcTBax arak MH(OPMAaIMOHHBIX
peCypCcoB, HOPMAaTUBHO-TEXHUUECKUX TPEOOBaHUM, TOCTUTHYTOTO OT€YECTBEHHOTO
1 3apyOEeKHOTO OIIBITA;

2.3.8 TNpPUOPUTETHOCTH - KATEropupoBaHUE (PaHKUPOBAHHME) BCEX
nH(pOpMaITMOHHBIX pecypcoB BY3a mo creneHn Ba)XHOCTU U OIIEHKA PEaNbHBIX, a
TaK)Ke MOTEHIIMATBHBIX YTPo3 HHGOPMAIIMOHHON 0€30TacHOCTH;

2.3.9 uHPOPMHUPOBAHHOCTH M TIEPCOHAIBHOW  OTBETCTBEHHOCTH -
M0JI30BATENH MH(POPMALMOHHBIX PECYPCOB JOJKHBI 3HATH O HAJIMYUHU CHUCTEMBI
KOHTPOJISL M 3alUThl UH(pOpMaIuu, THHOPMAIIMOHHBIE CEPBUCHI WHIUBHUIYATbLHO
UJIESHTUPUIIUPYET MOJIb30BaTENeH U UHUITUUPYEMbIE UMU TIPOIIECCHI;

2.3.10 cooTBercTBHE  CTaHAapTaM - CUCTeMa  HMH(POPMALUOHHON
0€3011aCHOCTH COOTBETCTBYET MEXKIYHAPOAHBIM CTAaHIAPTaM B JaHHOW 00JIacTH;
2.3.11 00s3aTenbHOCT, KOHTPOJIA - KOHTPOJb 3a JIESITEIIbHOCTHIO

HOHBSOB&TCHCﬁ, a TaKK€ MOHHUTOPHUHI pa6OTI>I ncC JOJDKCH OCYHICCTBJIATHCA Ha
OCHOBC TIIPMMCHCHUA CpPCACTB OIICPATHBHOI'O KOHTPOJA MW  PETUCTpaAlUH,
OXBATbIBATh KaK HCCAHKIIMOHWPOBAHHBIC, TAK 1 CAHKIIUMOHUPOBAHHBIC I[GIZCTBHH.
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3. 06 beKThI 06ecniedeHUss THPOPMAILMOHHOM 6€30MacHOCTH

3.1 Asrtomartm3upoBaHHas cuctemMa o00paboTku wuHpopMammu BY3a
ABJISIETCA ~ paclpelelIeHHON CTPYKTypoH, oObenunsitomeid B enunyro HC
MOJICUCTEMBI IIEHTpajbHOro ammapara. OCHOBHBIMH OOBEKTaMHU OOECIEUEHUs
uHpopMalmoHHOH Oe3omacHocT B BY3a npusHaroTcs crneayromnume 31eMeHThI:

3.1.1 wHpOpMAIIMOHHBIE PECYPCHI, COACpPKAIUE CBEICHUS, OTHECEHHEIC B
COOTBETCTBHM C JCUCTBYIOIIMM 3aKOHOJATEIIBCTBOM K KOMMEPYECKOM TalHEe
BVY3a, otkpeiTas undopmanus, HeoOXxoaumas mjig oOecleueHuss HOPMajIbHOTrO
dbynkunonuposanus BY3a (B nanpHeliem - 3anuiiaemMas tHGopMaius);

3.1.2 cpenctBa u cuctemMbl MHPpOpMATU3AIUHU (CPEICTBA BHIUUCIUTEIHHON
TEXHUKU, WH()OPMAIMOHHO-BHIYUCIIUTEIIbHBIE KOMIUJIEKCHI, CETH, CHUCTEMBbI), Ha
KOTOpBIX IPOU3BOJIUTCSA 00paboTKa, mepeaya M XpaHEHUE 3allluiiaeMoi
uHdopmaIuy;

3.1.3 nmporpammHbie cpeacTBa  (OMEPAIMOHHBIE CHUCTEMBI, CHUCTEMBbI
yOpaBieHHs 0a3aMHM JaHHBIX, JAPYroe OOIIECUCTEMHOE M  NPUKIAAHOE
IporpaMMHOE OOeCcreueHre) aBTOMaTU3HUpPOBaHHON cuctemMbl BY3a, ¢ momonisio
KOTOPBIX MPOU3BOAUTCS 00pabOTKa 3anuiiaeMoi nHpopMaimy;

3.1.4 nomenieHus, npeaHa3sHAYEHHbIE JJIsI BEACHUS 3aKPBITBIX IEPETOBOPOB
1 COBCIIAHUIA;

3.1.5 mnomenieHusi, B KOTOPBIX paCIOJIOKEHBI CpEACTBA 00pabOTKU
3amunaeMoi nHpopMaIny;

3.1.6 TexHWYECKHE CPEICTBA U CHUCTEMbI, 00padaTHIBAIOIINE OTKPHITYIO
uH(OpMAIMIO, HO pa3MEIICHHBIE B TMOMEIIEHUAX, B KOTOPBIX 0OpabaThIBacTCs
3aiuiaemMas naopmarus.

3.2 Tloanexarias 3anuTe HHGOPMALIHUS MOXKET HAXOUTHCS:

3.2.1 Ha GyMaKHBIX HOCUTEIISX;

3.2.2 B 2JeKTpOHHOM BuJie (0OpabaThIBaThCS, MEPEAaBaThCsl U XPAHUTHCS
CPEACTBAMH BBIYMCIUTEIIBHON TEXHUKH);

3.2.3 nepenaBatbca no TenedoHy, Tenedaxkcy, TeNeKCy U T.I. B BUIE
AIEKTPUUECKUX CUTHAJIOB;

3.2.4 B BUJE aKyCTHMYECKMX M BUOPOCUTHAJIOB B BO3AYIIHOW cpele Hu
OTpaXkJIal0IIMX KOHCTPYKIIMSX BO BpEMs COBELIAHUM U TIEPETOBOPOB;

3.2.5 3anuchiBaTbCd M BOCHPOMU3BOAMUTHCS C TOMOIIBIO TEXHUYECKUX
cpenctB (MUKTO(OHBI, BUIEOMAarHUTO(OHKI U JIp.).

4. Mepsbl o6ecnneyeHUs1 6€30NMaCHOCTH

4.1 Mepbl obecneuenuss Oe3omacHocTH. Bce Mepel obecrnieueHus
0€30IaCHOCTH KOMIIBIOTEPHBIX CUCTEM MOAPA3IEISIOTCS Ha!

- IpaBOBbIC (3aKOHOATEIILHEIC);

- MOPaJIbHO-ITHYECKHUE;

- OpraHu3alMOHHbIE (aIMUHUCTPATUBHBIE);
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- (huznueckue;

- TeXHUYECKUe (annaparypHble U IPOTPaMMHBIE).

4.2 3akoHonarenbHbIe (MPaBOBbIE) Mephbl 3amUThl. K MpaBOBBIM Mepam
3aIlUThl OTHOCATCA JICUCTBYIOIINE B CTpaHE 3aKOHbI, YKa3bl U HOPMATUBHBIE aKTHI,
periiaMeHTUPYIOUIUE MpaBuia oOpaiieHus: ¢ HHGOopMalen, 3aKperIsIore npana
U O0053aHHOCTM YYAaCTHUKOB MH(POPMAIIMOHHBIX OTHOIICHWH B Mpolecce ee
00pabOTKM W MCHOJB30BAHMS, & TAKXKE YCTAaHABIMBAIOIIME OTBETCTBEHHOCTH 3a
HapyIlIEHUsT JTUX TMPaBWI, TMPEMSITCTBYS TEM CaMbIM HEIPaBOMEPHOMY
UCIIOJIb30BaHUI0 MH(OPMALIUK U SBISIOIIUECS CACPKHUBAIOIINM (PaKTOPOM st
NOTEHIMAIbHBIX HapylmuTeneid. I[IpaBoBele Mepbl 3alIUThl HOCAT B OCHOBHOM
YVOPEKIAOMNNA, NpOoQUIAKTHUECKU  Xapakrep M TpeOylT  IMOCTOSIHHOU
Pa3bACHUTENBLHON pabOThl C IMOJIB30BATEISIMA M OOCIYKMBAIOIIUM MEPCOHATIOM
CUCTEMBI.

4.3 MopasbHO-3THYECKUE MEPBI 3alUThl. K MOpanbHO-3TUYECKHUM MeEpaM
OTHOCATCS HOPMBI IIOBEJIEHHS, KOTOPBIE TPAJULUMOHHO CIOXWINCH HIIU
CKJIaJbIBAIOTCS MO Mepe pacrpoctpaHeHuss OBM B crpane winu oOumiectBe. OTH
HOpPMBI OOJbILIEH YacTbIO HE SIBISIIOTCS 00s3aTENIbHBIMM, KaK 3aKOHOJATEIbHO
YTBEPKJACHHbIE HOPMATUBHbBIE aKThl, OHAKO, UX HECOOJIOJEHUE BEAET OOBIYHO K
MaJCHAI0 aBTOPUTETA, NPECTUXKA YEJIOBEKA, TCPYIINbl JUI WIM OpraHU3alUU.
MopanbHOo-3THYECKHE  HOPMBI  OBIBAlOT  KaKk  HEMMUcaHble  (HampuMmep,
oOIIeNpU3HaHHbIE HOPMbI YE€CTHOCTH, MAaTPUOTH3MA M T.I.), TaK U IMHUCAHBIE, TO
ecTb 0GOpMIICHHBIE B HEKOTOPHIM CBOJ (yCcTaB) MpaBUi WIM MPEANUCAHUMN.
MopanbHO-3THYECKHE MEPBI 3AIIMUTHI ABISAIOTCA NPOPUIAKTUYECKUMHA U TPEOYIOT
NOCTOSSHHOM  paboOThl MO CO3JaHUI0 3J0POBOIO MOPAJIbHOrO KJIMMara B
KOJUIEKTUBAX MOJpa3eIeHH.

4.4 OpranuzanoHHbIe (aIMUHHUCTPATUBHBIE) MepBbI 3aIIUTHI.
OpraHu3aiMoHHble  (aAMUHUCTPATHBHBIE) MEpbl  3alIUTBl - 3TO  MEpPbI
OpraHU3allMOHHOTO XapakTepa, perilaMeHTHPYOLINe IPOLIECCHI
GYHKIMOHUPOBAHUS CUCTEMBbI 0OOpPaOOTKH JAHHBIX, MCIOJIb30BAHUE €€ PECYPCOB,
JeSITEIbHOCTh 0OCITY>KMBAIOIIETO MEepCOHAala, a TaKXkKe MOPAI0K B3aUMOJEHUCTBUS
MOJIB30BATEJIE C CHUCTEMOW TakuM O0pa3oM, 4TOObI B HaWOOJBIIEH CTEMEHU
3aTPYJHUTH WM UCKIIOYUTHh BO3MOXKHOCTh peaju3aluu Yyrpo3 0€30MacHOCTH WU
CHU3HUTH pa3Mep MOTEPH B CIIydae UX pPEeATU3ALMH.

4.5 duszmnueckue cpeAcTBa 3alUThl. PU3NYECKHE MEPHI 3alIUThl OCHOBAHBI
Ha MPUMEHEHUH Pa3HOr0 poJa MEXaHWYECKHX, DJIEKTPO- WU DJIEKTPOHHO-
MEXaHUYECKUX YCTPOMCTB M COOPYKEHHH, CHEUalbHO MpeAHA3HAYEHHBIX IS
co3fgaHusl (PU3UYECKUX MPEMSITCTBUM Ha BO3MOXKHBIX MYTAX MNPOHUKHOBEHUS H
JOCTYTIA MOTEHIMAIbHBIX HAPYIIUTENEH K KOMIIOHEHTaM CUCTEMbI U 3alUIIAeMON
uH(pOpMaIUK, a TAKKE TEXHUYECKUX CPEACTB BU3YaJbHOTO HAOJIIOACHUS, CBSI3U U
OXpaHHOM CUTHATU3AIUU.

4.6  Texuuueckue (IporpaMMHO-aNmnapaTHbIE) CPEACTBA  3allUTHI.
TexHuueckue (anmapaTHO-IPOrpPaMMHBIE) MeEpbl  3allUTHl  OCHOBAHBI  Ha
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WCIIOJIB30BaHUU PA3JIMYHBIX JIEKTPOHHBIX YCTPOUCTB U CHEUATBHBIX MPOrPaAMM,
BXOJSIIUX B cOocTaB HMHPOPMAIMOHHBIX cuUcTeM BVY3a u  BBIIOJHAIOMIMX
(caMOCTOSITEILHO WJIM B KOMIUIEKCE C APYTMMH CPEICTBAMH) (DYHKIIUU 3aIUTHI
(uneHTUPUKALKIO U ayTeHTU(PUKALIMIO MTOJIb30BATENEH, pa3rpaHMueHue A0CTyNa K
pecypcam, perucTpaluio coObITHH, KpunTorpadhuyeckoe 3aKpbiTie HHPOpMauU U

T.J.).

5. Yrpo3sl uHGOPMALMOHHOM 6€30MACHOCTH

5.1 Tlox yrpo3amu uHGOPMALMOHHON OE30IaCHOCTH MOHMMAIOTCS
NOTEHIIMAJIBHO  BO3MOJKHBIE  HEraTHUBHBIE BO3JCHCTBUA Ha  3alUIIAEMYIO
uH(OPMAITUIO, K YUCITY KOTOPBIX OTHOCSITCSI:

5.1.1 yrpara cBesieHuU, COCTaBISAIOUIMX OAHKOBCKYIO TaliHy, KOMMEPYECKYIO
tailny BY3a u wuHylo 3amuimaeMyio uHGOpPMAIMIO, a TakKKe HCKaKECHUE
(HeCaHKIIMOHUPOBAaHHAS MOJIU(UKAIMS, TIOI/IETKa) TaKOH HHPOpMAIINH;

5.1.2 yreuka - HECAHKUIMOHUPOBAHHOE O3HAKOMJIEHHE C 3alMIIAEMOMU
uH(popManuen MOCTOPOHHUX JHI] (HECAHKIIMOHUPOBAHHBIN JOCTYH, KOMMUPOBAHUE,
XUIIEHWE U T.J.), a TaKXke yTeuka MH(POpMAalMU IO KaHajiaM CBS3U U 3a CYET
MOOOYHBIX AJIEKTPOMATHUTHBIX U3ITYYCHU;

5.1.3 HenoCTYNHOCTh MH(OpMAUU B pe3yibTaTe €€ OJIOKHpOBaHUA, cOOs
o0OpyAdOBaHUs ~ WM  [pOrpaMM,  JI€30praHu3aluud  (PYHKIMOHUPOBAHUS
ONEpPalMOHHBIX CUCTEM PabOYMX CTAHIIMM, CEPBEPOB, MAPUIPYTU3ATOPOB, CUCTEM
yrpaBiieHus 0a3 TaHHBIX, PACIIPECICHHBIX BBIYUCIUTEIBHBIX CETEH, BO3CHCTBUS
BUPYCOB, CTUXUNHBIX O€JCTBUI M UHBIX (HOPC-MAKOPHBIX OOCTOSITENIbCTB;

5.1.4 orcyTcTBHE TUIAHUPOBAHUSA U KOHTPOJIS;

5.1.5 HuU3Kas cTeneHb HAJEKHOCTU MTPOTPAMMHOTO 00eCTIeUeHUs;

5.1.6 HemocTaTOYHAsi OCBEJOMJICHHOCTh TMEPCOHAJIA, HU3Kasl KBaJTu(UKAIUSI
NepCcoHalia U MoJib30BarTeiel B 00J1acTi MH(OOPMAITMOHHBIX TEXHOJIOTHH.

5.2 B pe3ynprare BO3AEUCTBUSA YKA3aHHBIX YIpO3 MOTYT BO3HUKHYTH
CIEyIOLIME  HEraTHuBHbIE  MOCJIEACTBHS,  BIMSIONIME  HA  COCTOSTHUE
nHpopmarmonHoi 6e3onacHoctu BY3a u ero HopmanbHoe (yHKIITMOHUPOBAHUE:

5.2.1 (¢uHaHCOBBIE TOTEpPHU, CBSI3AHHBIE C YTEYKOW WM pas3rialieHuEM
3alMIaeMoil HHpOpMaLINH;

5.2.2 (puHaHCOBBIE NOTEPH, CBSI3aHHBIE C YHUUYTOKEHUEM M TMOCIETYIOUUM
BOCCTAaHOBJICHHEM YTpauyeHHOU MHPOpMaLIUU;

5.2.3 ymep0 ot ne3opranu3zainuu aesareabHoctd BY3a u notepu, cBs3aHHbIC
C HEBO3MOXHOCTBIO BBITIOJTHEHUS] UM CBOMX 00SI3aTENIbCTB;

5.2.4 mopanbHbie motepH (yiiepo penyranuu BY3a).

6. Texunyeckoe o6ecneyeHue MHPOPMALMOHHOM 6e30macHOCTU BY3a

6.1 Texnudyeckoe oOecnedeHrne MH(POPMAIMOHHONW OE30MACHOCTU JIOJDKHO
0a3upoBaThCs:
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6.1.1 Ha cucreme yHHU(PHUKAIUU W B3aUMHOTO JOMOJHEHHUS MPUMEHSIEMbIX
CPEJICTB 3alllUThI;

6.1.2 Ha cucTeMe TULIEH3UPOBAHUS IESITENBHOCTH;

6.1.3 Ha cucreMax cepTHU(PUKALMUKU BCETO MPOrpaMMHOTO OOECIEeYEHHUs U
CPEJICTB 3aIlIUTHI.

6.2 Cucrema obOecrnedeHusi 0€30MacHOCTU HHQPOPMALMOHHBIX PECYPCOB
JOJDKHA ~— MpeJycMaTpuBaTh  KOMIUIEKC — OPraHU3AlMOHHBIX, TEXHUYECKHX,
MPOTrPAMMHBIX U KPUNTOrPpaPUUECKUX CPEJCTB U MEp IO 3alluTe UHPOpPMallUU B
mporecce JOKyMEHTO000poTa, mpu paboTe pabOTHUKOB ¢ KOH(HUACHIIMAIHHBIMU
JOKyMEHTaMM W CBEJCHMsAMH, 1pu  o0OpaboTke  uHpOpMalMK B
aBTOMATU3UPOBAHHBIX CHUCTEMAaxX pAa3jIMYHOIO YpPOBHSA M HAa3HAYCHHWs, IpH
nepeaaye no KaHajaam CBSI3H, IPU BEJEHUU KOH(UIECHIUAIbHBIX IEPErOBOPOB.

6.3 IlpenocraBinenue npas gocryna pabotHukam BY3a k cooTBeTcTBYIOMICH
uH(popMaluu  OmNpeaensercds B NOPAIKE, ONPEEIsieMOM  BHYTPEHHUMH
nokymeHntamu BY3a.

6.4 OnHUM U3 HampaBlieHUH oOecriedeHus] THPOPMALIMOHHON 0€30MacHOCTH
SBJIICTCS peau3alysl TEXHUUECKOU MOJUTHKU, TO €CTh 3allliuTa HHPOPMaIMOHHBIX
PECYpCOB OT XHUILIEHHUS], YTPAThl, YHUUTOXKEHHUS, pa3riallleHusl, yT€UKH, UCKaKEHUS
Y TIOJJICJIKY 32 CUET HECAHKIIMOHUPOBAHHOTO JOCTYIIA U UHBIX BO3JAECHCTBHUIA.

6.5 B pamkax obecrnieueHuss nHGOpMAITMOHHONW OE30MaCHOCTH, TEXHUYECKas
MOJIUTUKA MPETyCMAaTPUBAET:

6.5.1 peanuzanuio eAMHON pa3pelIUTEeIbHOW CUCTEMBI I0MTyCKa paOOTHUKOB
K paboTaM, JOKyMEHTaM 1 HH(POpMalui KOHPHUACHIIMAIBHOTO XapaKTepa;

6.5.2 orpaHuveHue A0CTyNa paOOTHUKOB W TMOCTOPOHHMX JHI[ B 3JIaHUS,
noMelieHus, rae oopadaTeiBaeTcs (XpaHUTCs) HH(pOpMaIUs KOH(DUICHIIMAIBHOTO
XapakTepa, B TOM 4Kclie Ha 00bEKTbl HH()OPMATHKY;

6.5.3 pa3rpaHuyYCHUE JOCTyTa MOJIb30BATEIICH K JaHHBIM
aBTOMATU3WPOBAHHBIX CUCTEM PA3JIMYHOTO YPOBHS M HA3HAUCHHS;

6.5.4 yuyeTr JOKyMEHTOB, HH(GOPMAIMOHHBIX MAaCCHUBOB, PpPETUCTpaIls
nerictBuil nonws3oBateneil UC, KOHTPOIb 3a HECAHKIIMOHUPOBAHHBIM JIOCTYIIOM U
JICUCTBUSIMU T10JIb30BaTEJICH;

6.5.5 kpunrorpaduueckoe npeodbpazoBanue nHbopmaruu, oopadaTbiBaeMoit
U TIepEeJaBaeMOM Cpe/ICTBAMU BbIYMCIUTEIbHON TEXHUKU U CBA3H;

6.5.6 mpenoTBpallleHue BHEAPEHUs B aBTOMaTu3upoBaHHbie MC mporpamm
BUPYCHOTO XapakTepa.

6.6 3ammTa HHQOPMAIMOHHBIX PECYpPCOB OT HECAHKIMOHMPOBAHHOIO
JOCTYyIa ITPEeTyCMaTPUBAET:

6.6.1 enuHYI0 LEHTPAIU30BAHHYIO TMOJUTUKY OOecreueHus 0e30MacHOCTH
aBTOMATU3UPOBAHHBIX CHUCTEM, PErHCTpalldd M TPOBEPKH TMpaB J0OCTyNa
pabotHukoB BY3a;

6.6.2 00OCHOBaHHOCTh  JIOCTYIIa, MPEINOJIAratoILy 0 HaJIU4Yne
COOTBETCTBYIOLIEH (OpMBI  JOMycka pabOTHUKA s  O3HAKOMJICHHS C
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uHbopMaluent (IOKyMEHTAIMe) OMpelelIeHHOr0 YPOBHA KOH(HUACHIHUATLHOCTU
MIPU HEOOXOIMMOCTH 03HAKOMJICHUS C JaHHOU MH(popMaIruen Wi I1eUCTBUM ¢ Hel
JUTSI BBITIOJTHEHUSI TPOU3BOICTBEHHBIX (DYHKIIUIA;

6.6.3 NEPCOHATBHYIO OTBETCTBEHHOCT, IIPEANoIaramyo
OTBETCTBEHHOCTh PA0OTHHMKA 32 MCIOJb30BAHHUE M COXPAHHOCTH JIOBEPEHHOM
uHpopMaruu  (JIOKYMEHTOB, HOCHTeNer wuHbopMaluu, HWHOOPMAIIMOHHBIX
MacCHBOB), 32 CBOU JICHCTBUS B aBTOMAaTU3UPOBAHHON CUCTEME;

6.6.4 HaE)KHOCTh XPAaHEHHUsI, MPEJIOJATAIONIyI0 XpaHEeHUuEe WHOOpMaIUu
(TOKyMEHTOB, HocutTeie wuHPopMalk, HWHYOPMAIIMOHHBIX MAacCHBOB) B
YCIOBUSIX,  HMCKJIIOYAIOUIUMX  HECAHKIMOHUPOBAaHHOE  O3HAKOMJIEHHE, €€
YHUYTOXEHUE, MOIEIIKY WU UCKAKEHUE;

6.6.5 1EHTpaJIM30BaHHBI KOHTPOJIb 32 JEUCTBUSIMH pPaOOTHUKOB C
KOH(HIEHIIMATbHBIMU TOKYMEHTaMHU, a TaKke KOH(UIEHINaIbHON nH(popmaluein
B aBTOMAaTHU3UPOBAHHBIX CHCTEMAX;

6.6.6 LIEJIOCTHOCTh TEXHUYECKOW M MPOTrpaMMHOMN Cpelibl, 00pabaTbiBaeMOit
uHGOpPMaIlMU U CPEACTB 3alllUThI, MPEAINOJIararonlyo (U3NYECKYI0 COXPaHHOCTh
CpeACTB MH(OpMaTU3alMKM, HEU3MEHHOCTh IPOIPAMMHOM CpPEJibl, ONpPEAEIsIEMYIO
MPENYCMOTPEHHON TEXHOJIOTHUEH

00paboTKn uHpopMau, BBIIIOJIHEHUE CpEICTBAMHU 3aIUTHI
OPEeIyCMOTPEHHbIX  (QYHKIUH, HW30JIMPOBAaHHOCTh  CPEACTB  3alUTBl  OT
IIOJIb30BATEIIEH.

6.7 Oobecneuenue Oe3zonmacHoctn HMC  mpeamonaraer  pa3paboTKy
HEOOXOJIMMBIX ~ Mep  3alMThl Ha  JTane  (QopmupoBaHuss  Oymyuien
aBTOMAaTU3UPOBAHHON CHCTEMBI, UTO 3aKJII0UAETCS B COCTABJICHUU CHELU(pUKALIHIA
Ha mnpuoOperaeMoe OOOPYJOBAaHME U MPOTPAMMHOE OOECHEUYEHHE C Y4YEeTOM
NpeabABISIEMbIX TPeOOBaHUM 10 O€30MACHOCTH.

6.8 B mpouecce popmupoBanus 3akaza Ha noctpoenne MC HeoOxoaumo
YUUTHIBaTh HE TOJBKO OCHOBHOW HAOOp (PYHKIMOHAJIBHBIX CEPBHCOB
(Oyxranrepckue CUCTEMBI, CUCTEMBI aBTOMaTU3alN npouenyp,
JENIONPOU3BOACTBA M TOMY TMOAOOHBIE), HO U psSA  HEOOXOAUMBIX
BCIIOMOTaTeNIbHBIX CEPBHUCOB, 00ECMEUMBAIOIIMX HAAECKHOE (PYHKIIMOHUPOBAHUE
cucTeMbl U TpeOyeMblii ypoBeHb Oe3zomacHocTu. Ilpu 3TOM HEoOX0aHUMO
YUHUTBIBATH, YTO B 3ALIUTE HYXIAIOTCI BCE CEPBUCHl U KOMMYHUKALIMOHHBIE MTYTH
Mexay HuMU. B cimydae, eciu He Bce (PYHKIMOHAIBHO 3aKOHYEHHBIE CEPBUCHI
o0NafatoT TMOJHBIM HA0OPOM MEXaHW3MOB O€30MAaCHOCTH, OHHU TPeOYIOT
OOBEIMHEHUSI B COCTAaBHbIE CEPBUCHI, B COBOKYMHOCTH, OOJaJAIONIME TaKUM
HAa0OpPOM M C BHEIIHEH TOUKHU 3pEHUS MPEACTABISIIONIUX COO0M eIMHOE 1IEJI0E.

6.9 OOecrieyeHue €IUHOM TOJUTUKU TMPOLENYp PpPETUCTpaluud U
MPEeNIOCTaBIEHUsl JIOCTyNa, a Takxke TpeOoBaHHe OOOCHOBAaHHOCTH JOCTYyIa
peanu3yeTcss B paMKax pa3pelIMTeNIbHOM CHUCTEMBI JOoMycka K paboTawm,
JOKyMEHTaM M CBEIEHHUSAM, KOTOpas Npeanoiaraer ONpeAeNeHre JUisl BCeX
M0JIb30BaTEe aBTOMATU3UPOBAHHBIX CHCTEM JIOCTYIHBIE UM HMH(OPMAIMOHHBIC
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U TpOrpaMMHBIE PECYpChl, @ TaKK€ KOHKPETHBIC oOrepanuu (YTEeHUE, 3aluch,
MoAu(UKaILMS, yAaCeHUE, BBIMOJHEHHE) C IMOMOIIbIO 3aJaHHBIX POrPaMMHO-
TEXHUYECKUX CPEJICTB IOCTYIIA.

6.10 VYcrnoBue HAASKHOCTH XpaHEHUs HMHPOPMAIMM peaTn3yeTcs C
MTOMOIIBIO:

6.10.1 oOopynoBaHus TOMEIICHUH, B KOTOPBIX BeleTcs o00paboTka
KOH(pUIESHIIUATIBHOW HH(pOpMaIuK cedaMud U METALIMYECKUMHU IKadaMH s
XpaHEHUsI JOKYMEHTOB, a TAKK€ TEXHUYECKUMHU CPEICTBAMHU pPA3rpaHUYEHUs U
KOHTPOJISL JOCTYIIA;

6.10.2 ucnosnib30BaHusl KpUNITOrpapuuecKkoro npeodpazoBaHus HHPOPMALIHH
B aBTOMATU3UPOBAHHBIX CUCTEMAX.

6.11 Cucrema KOHTPOJIA 3a JIEUCTBUAMH pPAaOOTHUKOB pEAU3YETCS C
MOMOILBIO:

6.11.1 opraHM3alMOHHBIX MEP W TEXHUYECKHUX CPEACTB KOHTPOJSA IIPHU
pabote ¢ KOH(PUICHIIUATBHBIMU JOKYMEHTAMH U CBEICHUSIMU;

6.11.2 peructpaiuu (IPOTOKOJIMPOBAHUS CPEJICTBAMH CUCTEMHOTO ay/IUTa)
JEUCTBUN TMOJIb30BaTENC C MHPOPMALMOHHBIMU M TMPOTPAMMHBIMU PECypcaMu
aBTOMATU3UPOBAHHBIX CUCTEM C YKa3aHHUEM JIaThl U BPEMEHH, UACHTHU(PUKATOPOB
3aMpallvBaONIETO W 3alpallMBaeMbIX PECYpPCOB, BUJA B3aUMOJACHCTBHUS U €rO
pe3yabTara, BKIoUas 3alpelieHHbIE TONBITKA TOCTYTA;

6.11.3 curHanuzanuu 0 HECAHKIIMOHUPOBAHHBIX JICHCTBUSIX MOJIb30BATENEH.

6.12 1{enmoCTHOCTh aBTOMATU3UPOBAHHBIX CUCTEM JOCTUTAETCS KOMILIEKCOM
MPOTPAMMHO-TEXHUUYECKUX  CPEJACTB M  OPraHU3AlMOHHBIX  MEPONPUSTUH,
OCYILIECTBIISIEMBIX YIIOJTHOMOYEHHBIMU TIOApa3aesieHussMu BY 3a.

6.13 Ilpu HE0OXOAWMOCTH TIepeJlayd IO BHEIIHUM JIMHUSIM CBSI3U
KOHpUIAEHIUAIbHOW  WHGOpPMAIlUM, OCHOBHBIM  HANpaBJICHUEM  3allUThI
uHpopMaIu OT TepexBaTa, UCKAKEHUS W HaBA3BIBAHUS JIO)KHOW HH(pOpMaIuu
SBJISIETCS] UCTIOJIb30BaHUE KpUnTorpadudeckoro rnpeodpazoBanus HHGOpMAIIHMH, a
Ha HEOOJIBIIMX PACCTOSHMSIX, WCIOJIb30BAHUE 3alUIICHHBIX BOJOKOHHO-
ONTUYECKUX JTUHUMN CBSI3HU.

6.14 Jlns 3ammtel WHGOPMAIMM  JIOJDKHBI  MCIOJB30BAaThCSl  CPEICTBA
Kpunrorpad@uueckod 3aluThl JAHHBIX TapaHTUPOBAHHOW CTOWKOCTH ISt
OTIPEJICTICHHOTO YPOBHS KOH(DHICHIIMAILHOCTH TiepenaBacMol MHGOpMAIMH |
COOTBETCTBYIOILIAas KJIKOYEBas CHUCTEMa, OOeCeuMBarolmas HaJeKHbI O0OMEH
uHpopmanuei 1 ayreHTuuKanuio (MoATBEPKICHNE MOAIMHHOCTH) COOOIIEHUH.

6.15 Heo0Oxoamumoil cOCTaBIAIOIIEN CUCTEMBI OE€30ITIACHOCTH JIOJKHO OBITH
oOecrieyeHue KadecTBa pabOT W UCIOJB3YEMBIX CPEACTB W MeEp 3alllUThI,
HOpPMATUBHOM 0a30M KOTOPOIro SBISETCS CHUCTEMa CTaHAApPTOB U JIPYTHUX
HOPMATUBHBIX MPABOBBIX AaKTOB MO OE€30MACHOCTH, YTBEPXKIEHHBIX OpraHaMu
rOCyJapCTBEHHOTO YMPABJIEHUS B COOTBETCTBUM C MX KOMIIETCHIIMEN U
OTIPEIEIISIIONTIE HOPMBI 3aIUIICHHOCTH WH(OpMAIUK U TpeOOBaHUS B PA3TUIHBIX
HaIpaBJICHUSIX 3aIUTHl HH)OPMAITUH.
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6.16 B memsix obecrneueHUs] 3aJaHHOTO KayecTBa (HYHKIIMOHUPOBAHHS
CUCTEMBI HTHGOPMAIIMOHHON 0€30MaCHOCTH, IOJKHO MPOBOJIUTHCS MPEIPOCKTHOE
oOcnenoBanre u mpoektupoBanue MC, BbipaboTka TpeOOBaHUI MO CpelCTBaM
3aIUThl UTHGOPMALIMK U KOHTPOJIS, MPEANOoJIaraéMbIX K HCIHOJIb30BAHUIO B 3THUX
CUCTEMAaX, a TAK)Ke€ KOHTPOJIb 3aIIUIIEHHOCTH HH(HOPMAIIMOHHBIX PECYPCOB.

6.17 IlpumeHeHue ayTeHTHU(PUKAIMK B aBTOMATHU3UPOBAHHBIX CHCTEMAaX
00yCJIOBJIEHO HEOOXOAMMOCTHhIO TapaHTUPOBAHHOIO COMOCTABJICHUS YYaCTHHUKOB
WHOOPMAITMOHHOTO OOMEHa Y4YeTHhIM 3aluciM B CHCTEeME B  IeJIX
MIPEIOCTABIICHUS! UM 3aKOHHO MPEIOCTABICHHBIX MPaB Ha PeaU3allii0 CHCTEMHBIX
nporeayp. AyTeHTH(QHUKAIUS B BBIYMCIUTENBHBIX CETAX NpU3BaHA 00ECTIEUUTH
33JJaHHYI0 CTENEHb YBEPEHHOCTH TMOJy4yaTedss B TOM, YTO IMOJy4YeHHas
uH(popmarus ObUIa MepeaaHa OTIPABUTEIEM U MIPU 3TOM HE OblLIa 3aMEHEHa WJIU
HCKAKEHA.

6.18 Ilenpto  ayreHTUdUKAIMK  SBJISIETCA  3alllUTa  YYaCTHUKOB
UH(POPMAIIMOHHOTO OOMEHa OT CTOPOHHEr0 BMENIATEIbCTBA IYTEM B3aUMHOMN
uaeHTuukanyu. BaxxHOl Mepoi 3aluThl MEpEelIaBaeMbIX B AJIEKTPOHHOM BUJE
JaHHBIX, ABJIETCS MU(ppPOBaHUE.

7. OpraHv3anMOHHOe o6ecrieyeHue HHPOPMALMOHHOM 6€30NACHOCTH

7.1 3apmaum oOecneueHus Oe30MacCHOCTH WH(GOPMAIIMOHHBIX PECYPCOB
pelaTes ClIeIyIOIMMHA OpPraHN3aIMOHHBIMU METOaMH:

7.1.1 pa3pabOTKON U OCYIIECTBICHHEM Pa3pEUIUTEIbHON CUCTEMBI JIOMTyCKa
pabOTHUKOB K paboTaM C JOKYMEHTAMH M CBEACHUSIMHU KOH(MUIICHIIUATBLHOTO
XapaKkTepa;

7.1.2  yCTaHOBJIEHHEM €IMHOTO TOpsAKa XpaHeHUs U  oOparieHus
KoH(uIeHInanbHON nHGOpMAaIHK (JOKYMEHTOB, HOCUTENIEH HH(POPMAIINH );

7.1.3 xoopauHanue padoT mo 3ammTe uHpopMaluu, 00padaThiBaeMoOll U
nepenaBaeMoi CpeICTBAMU M CUCTEMaMH BEIYMCITUTEIIEHON TEXHUKU U CBSI3H.

7.2 B pabore ¢ pabotHukoM BY3a 0CHOBHBIMHM OpraHM3allMOHHBIMH MEpaMU
B IJIaHE IOCTHKEHUsI THHOPMAIIMOHHON O€30MaCHOCTH SIBIISTFOTCSI:

7.2.1 3akioueHue TPYIOBBIX JOTOBOPOB M TMOJy4Y€HHUE y paOOTHUKOB
TO0OpPOBOJIBHOTO COTJIacus Ha coONtofeHue TpeOOBaHUM, perjJaMeHTHPYIOUIUX
pexxuM HHGPOPMAITMOHHON O€30MacCHOCTH M COXPAHHOCTh KOH(UIACHIIUATbHOU
uH(popManuu;

7.2.2 mpoBeneHHE TEPBOHAYAIBHOIO HMHCTPYKTaXKa, IEPUOJUYECKOTO
oOydyeHHsI ¥ TOBBIIICHUS KBammdukanuu padotHukoB BY3a B obnactu
nH(OPMAITMOHHON OE30MTaCHOCTH.

7.3 Cucrema pacrpeneneHuss O00s3aHHOCTEH MEXIy OTACIbHBIMU
pabOTHUKAMHU MOKET B 3HAUUTEIBHON Mepe CIIOCOOCTBOBATH MOBBIIICHUIO O0IIETO
ypoBHSI HHGOPMALIMOHHON O€30MacCHOCTU. DTOTO MOXKHO JOCTUYD CIIEAYIOIIUMU
METO/IAMH:
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7.3.1 MUHUMU3aLMs JAHHBIX, JOCTYMHBIX paboTHuUKaM. Kaxaplii pabOTHUK
JOJDKEH 3HaTh TOJBKO TE€ JEeTalu IMpouenyp oOpabOTKM JaHHBIX, KOTOpPbIE
HEOOXOAUMBl €My JUIsl BBINOJHEHUS CBOMX oOOsi3aHHOCTeH. OpraHuzanus
TEXHOJIOIMUYECKOro Ipoliecca coopa u 00paboTKu MHPOpMALMU U TUIAHUPOBAHUE
IIOMEIICHU JOJDKHBI 110 MEpe BO3MOXXHOCTH MWCKJIKOYaTh WIM CBOJHUTH K
MUHUMYMY KOHTAaKTbl IEpCOHAJa B MPOLECCE BBINOJHEHUS pador. Kaxapii
pabOTHUK JOJKEH 3HATh BCE O CBOEM pabOTE M CBA3AHHBIX C HEIO OTPAaHUYEHUSX, A
TAK)K€ YETKO IPEICTABIIATH ITOCIEICTBUS HAPYLICHUS ITUX OTPAaHUYCHUM;

7.3.2 pazaeneHre TOJTHOMOYMNA M TyOIupoBaHHE KOHTpOJiA. B cucremax c
BBICOKMMHU TPEOOBAHUSAMHU MO 00ECTIEUYEHUIO COXPAHHOCTH JAHHBIX OTBETCTBEHHAs
pabora wuinuM npouenypa (Hampumep, HM3MEHEHHUE cTaryca JJIEKTPOHHOTO
JIOKyMEHTA) BBINIOJHIETCS TMOCIE MOJITBEPKACHUS €€ HEOOXOAUMOCTH JBYMS
paboTHHKamMu. BpeMeHHbIe WK BHOBb MPUHSATHIE PAOOTHUKH, a TaKXke PaOOTHUKH,
Ipoxoasire O0y4YeHUE, CTAKUPOBKY, MPAKTHUKY HE JIOJKHBI CaMOCTOATEIBHO
BBIIIOJIHATH OTBETCTBEHHBIC 33IaHU.

7.4 AIMUHUCTPAaTUBHBIE MEPHI 3aIUTHI HH(OPMALIMU HPEAIOJIaraoT:

7.4.1 oOecneueHue (HU3MUECKOH COXPAaHHOCTH aBTOMAaTHU3UPOBAHHOM
CUCTEMBI U JOTIOJIHUTEIBLHOTO 000PYAOBAHNUS;

7.4.2 opraHuzalui0 KOHTPOJI JOCTylla WU peXUMa BBIIOJHEHHUS pPaldoT
NEPCOHAIOM MOJpa3ieiaeHus] UHPOPMALIMOHHBIX TEXHOJIOTUH;

7.4.3 HHCIEKTUPOBAHHME MPABWIBHOCTH W  IOJHOTBHI  BBIITOJHEHUS
NEPCOHATIOM  MOJpPA3ACNCHUs] HMHPOPMALMOHHBIX  TEXHOJOTMA  Mep IO
00€eCIEYEHUI0 COXPAHHOCTH HEOOXOAMMBIX IyOnuKaTtoB (haiaoB, OMOIHMOTEKH
porpamm, 000pyA0BaHUsI CUCTEMBI;

7.4.4 NOpakTUYECKYI0 TPOBEPKY (PYHKIMOHUPOBAHMS OTIEIBHBIX MeEp
3aIMTBI:  MNPEJOTBPAILICHUS  HEIO3BOJEHHBIX  M3MEHEHMM  MporpamMM U
0o0OpyZ0BaHUsl, KOHTPOJIb BCEX MPOUEAYp, MNPOU3BOAUMBIX € ¢ainamMu Ha
HOCHUTEJSIX U T.J.;

7.4.5 mpoBepKy MalIMHHBIX U PYYHBIX MPOTOKOJIOB BHIIIOJHEHHUS paboT co
CTOPOHBI MOJIb30BATENIEH;

7.4.6 o3HakomieHHE pabOTHUKOB lleHTpa MHGOPMAIMOHHBIX TEXHOJOTHUN
CO BCEMHU HOBBIMU pa3pabOTKaMH 110 00ECIIEUEHUIO0 COXPAHHOCTH JTAHHBIX.

8. [IporpamMmma co3aHUsA CUCTE€MbI 6€30MACHOCTH

8.1 [lonmuTHKa CIY>KUT METOJIOJIOTHIECKON OCHOBOM A1t (hOPMHUPOBAHUSA U
peanu3aiuyu MpOorpaMMbl CO3/aHMsI CHUCTEMbl MH(POPMAIMOHHOW O€30MacHOCTH
BY3a. B 1menom s QyHKIIMOHMPOBAHUS CHUCTEMbl HHGOPMAIIMOHHON
0€30MacHOCTH C y4eTOM MoJokeHui [lomuTHKM JOMKHBI OBITH pa3paboTaHbl H
MPUHSATHI (C y4€TOM HEOOXOIMMOTO OOHOBIICHHUS) CIIEAYIONINE JOKYMEHTHI:

8.1.1 xknaccudukanus (aHanu3) pUCKOB HHPOPMAITMOHHOM 0€30MacHOCTH;

8.1.2 BHyTpeHHuil nokymeHT BVY3a o mopsiake OTHECEHUs CBEICHUH K
KOH(UIEeHIIUAIbHOU HHPOPMAIIUH;
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8.1.3 mepeyeHb  CBEACHUN, COCTaBISAIOIIUX  KOH(PHUACHIUATIHHYIO
uHpopMaruio;

8.1.4 OpraHU3alMOHHO-PACTIOPSAUTEIIbHbBIE JIOKYMEHTBHI,
periiaMeHTUPYIOIIME  MOPSAOK W MpaBwia  OOEClEUeHUsi  COXPaHHOCTU
KoH(pUIeHIMaNbHON MH(MOpPMAIMU B paMKaX KaXaoW (DyHKIIMOHANBHOM 3a/auu U
COOTBETCTBYIOIIIEH €l aBTOMAaTU3UPOBAHHON CUCTEMBI.

8.2 JIns ocyliecTBI€HUs] TEXHUYECKON MOJIUTUKUA B 00JacTU oOecreyeHus
MH(OPMAIIMOHHONW 0€30MaCHOCTH HEOOXOAMMO pa3paboTaTh W pealiu30BaTh
KOMILUIEKC MEPOIIPUATHN:

8.2.1 no obecrieyeHnI0 TEXHUYECKOM, TPOrpaMMHON U KpUNTOrpaduyecKoin
3aIU Tl UHPOPMAIUU B aBTOMATU3UPOBAHHBIX CUCTEMAX;

8.2.2 MO OCHAILIEHUIO BaXXKHEHIINX OOBEKTOB M MOMEUIEHUN CPEICTBAMU U
CUCTEMaMU 3aIUThI U KOHTPOJISL.

8.3 B nmpomecce co3gaHus  CHUCTEMBI  O€30MACHOCTU  HEOOXOAMMO
MPEAYyCMOTPETh MPUOPUTETHl peaau3alud Haubojee BaXHBIX M aKTyaJIbHBIX
HanpaBJieHUu oOecrieueHusi 0€30MacCHOCTH, C YYETOM BBIICISIEMbIX (PUHAHCOBBIX
pecypcoB.

8.4 B mensix AOCTMXKEHHS ONTUMAJIBHOTO YPOBHS HHGOPMAIIMOHHON
0€30M1aCHOCTH CJIEYET:

8.4.1 umMeTh B HaIM4YME€ BHYTPEHHHUU JOKYMEHT, ONPEACIISIIOMUNA MOPSAI0K
OTIpEJICICHNUS] CBEJCHUM, COCTaBIAIONINX KOH(PUACHIMAIBHYI0 HWHPOPMAIIUIO
®oHna v TpeOOBaHMS K OpraHU3alMM WX 3allUThl, BKIIOYAIONIME OMHCAHUE
NPOLEyp OTHECEHMsI CBEICHUW K KaTeropuu KOH(QUIEHUUAIbHBIX H, B Ciydae
HEOOXOJMMOCTH, B YCTAHOBJIEHHOM IMOPSAKE BHOCUTH B HEr0 HM3MEHEHUS U
JOTIOJTHEHUS;

8.4.2 peryiaspHO MPOBOAUTH AHAIU3 MPUHSATON TEXHOJIOTUU OOpPabOTKU
KOH(pUIESHIUAIbHOW HHGPOPMAIMU, BKJIOYas KaTerOpPUPOBAHUE PECYPCOB MO
CTETICHU KPUTUYHOCTH 00padaThIBAEMBIX C UX IMOMOIIBIO JAHHBIX;

8.4.3 omnpenenarb MOJHBIM NEPEYEHb M BO3MOKHBIE YIpO3bl HAPYIICHUS
KOH(DHICHIIMATEHOCTH WHGOPMAIMK U KJIACCH(PHUIIUPOBATh MX IO BEPOSATHOCTH
BO3HUKHOBEHUS UCXOJIS U3 MPUHATON TUTIOBOW MOJICITN HAPYIIUTEIIS;

8.4.4 ¢ yyeToM NIEUCTBYIOLIMX MEP U CPEJCTB 3alIUThl TPOBOJUTH OLECHKY
pHUCKa yTeUKU KOH(PUIECHITMATLHON HH(POPMAIINH;

8.4.5 pazpabotaTh W BHEIPUTH CHUCTEMY oOOecIeueHusl Oe30MacHOCTH
uHpopmarmu B BVY3a (cuctemy 3ammuThl uH(pOpMaIiMu), HaAMpaBICHHYI Ha
CHIU)KEHUE YPOBHSI PHUCKA, BKIIOYAIOIIYI0 KOMIUIEKC OPraHU3allMOHHBIX Mep U
TEXHUYECKUX CPEJICTB;

8.4.6 Ha TOCTOSHHOW OCHOBE NPOBOAUTH OOYYEHHE | TOBBILICHUE
kBanudukanuu nepconasia BY3a B o6mactu uHbGopMalinoHHON 0€301MacHOCTH;

8.4.7 TpoBOAUTH  TMEPUOAMYECKUH  KOHTPOJIb  A(PPEKTUBHOCTH U
aJICKBAaTHOCTH IPUHUMAEMBIX MEp 3aIUThI HH()OpPMAITUH.
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9. Pa3se/ieHre MNOJIHOMOYHIH U OTBETCTBEHHOCTh

9.1 PykoBoactBo BY3a ocyiiecTBiasieT KOOpAUHALIMIO JEATEIBHOCTH BCEX
NOJIPA3/ICJICHUN U1 OpraHu3allMi U TMOAJEpPkKAaHUS COOTBETCTBYIOIIETO YPOBHS
uHGOPMAIMOHHON 0€30MaCHOCTH.

9.2  PemeHume  BOIPOCOB  CTPAaTErMYECKOro  IUIAHUPOBAHMUS IO
UH(POPMAIIMOHHON OE30MaCHOCTH, a TaK)K€ KOHTPOJb HEIITAaTHBIX CUTyallud u
WHIIUJICHTOB B obnactu 3aIlUTHI uH(OopMaIuy, OCYILIECTBIISIET
AJMUHUCTPATUBHBIA  OTAEN CcoBMeCTHO ¢ llenTpoM  uHGOpPMAIIMOHHBIX
TEXHOJIOTUH.

9.3 B pamkax wucnoigHeHMsi Hacrtosmied mnonutukd BY3  mpoBoaut
pEeryJiipHbIA MOHHUTOPUHI W ayAUT HOPOrpaMMHO-ANMapaTHOTO KOMILIEKCA,
o0ecneunBaroIIero (yHKIMOHUPOBAHUE HOPM U TPaBWJI HACTOSALICH MOJUTHKH.
AyauT TpoBoIUTCA CcwiaMM U cpeiactBamu  LleHTpa MHGpOpPMAIMOHHBIX
TEXHOJIOTHIA MpHU O0LIEM ydacTUH AJMHUHUCTPATUBHOTO OTIENA, HA PEryJsipHOU
OCHOBE, II0  COIJJACOBAHHOMY M  YTBEP)KIEHHOMY  IUIaH-TpapuKy, C
IPEACTABICHUEM OTYETHOCTH PYKOBOJCTBY KYPUPYIOIIUX MOAPA3ACIICHUN.
He3aBucumelil ayauT nHQOPMAIMOHHON O€30MaCHOCTH MOXKET OBITh MTPOBEICH 10
pemennto PykoBoactBa BVY3a ¢ mnpuBiedeHHMEM HE3aBUCUMOW ayIUTOPCKOU
KOMITaHHUU.

9.4 lentp wuH()OPMALMOHHBIX TEXHOJOTUN BBIMONHAET MOHHUTOPUHT
3aIMIIEHHOCTH HWH(POPMAIIMOHHBIX PECypcoB, pa3pabaTbiBaeT TMpaBWiia U
WHCTPYKIIUH, KOHTPOJUPYET coOmoAeHne TpeOoBaHuil  HHGOPMAIIMOHHOMN
0e30MacHOCTH BCEMHU ydaCTHUKaMu WHMOpMaIMoHHOTo oOMmeHa. PaccnenoBanue
WMHIIUJEHTOB OCYILIECTBIsICT AIMUHUCTpAaTUBHBIA oTAea BVY3a coBMecTHO C
[{enTpoM MHPOPMAIIMOHHBIX TEXHOJIOTHUH.

9.5 PykoBoauTenu CTPYKTYpHbIX moapazaenenuit BY3a  Hecyr
OTBETCTBEHHOCTh 32  O3HAKOMJICHHME  paOOTHUKOB ¢  TpeOOBaHUAMHU
MH(OPMAIMOHHOW O€301aCHOCTH.

9.6 Anmunuctparopel pecypcoB HMC oOecrneunBaroT HENpPephIBHOE
(GYyHKUMOHUPOBAaHUE CETH W OTBEYAIOT 3a peau3alii0 TEXHUYECKUX MeEp,
HEOOXOIUMBIX JJIsl TPOBEACHHUS B )KM3Hb MOJIUTUKHU O0€30MMaCHOCTH.

9.7 3apaueit xkaxmoro mojs3oBatTenass MC sBiseTcss coOrofeHUEe IMpaBUIIL,
WHCTPYKIMH, peKoMeHaauuii 1o oOecreueHuto Oe3omacHod pabotel  HC,
U3BEILIEHUE PYKOBOJACTBa 000 BCEX IMOJO3PUTENBHBIX CUTYyalUsX MpH padoTe C
UH(OPMAITMOHHBIMU PECYPCAMMU.

9.8 3a  HecoOmrofeHWe  MOpsAKa W TPaBUJI  WCIOJB30BAHUS
WH()OPMAITMOHHBIX PECYpCOB K BHUHOBHBIM MOTYT OBITh TPUMEHEHBI MEPHI,
IIPELYCMOTPEHHbBIE TPYAOBBIMH JOTOBOPAMH, 3aKIHOYEHHBIMH Mexay BY3om u
pabOTHUKOM, a TaKXKe JEHCTBYIOIIUM 3aKOHOAATeIbCTBOM Pecnybnuku Kaszaxcran
U Hactosel [lomnTukoin.
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10. Ilopaaok nepecmoTpa I1oJIMTHKH, JOKYMEHTHI, perjiaMeHTUupymigue
ITostuTHKY

10.1 HenTtp MHPOPMAIIMOHHBIX TEXHOJIOTHI €KETOJHO MepecMaTPUBAIOTCS
OCHOBHbBIC MPUHIIMIIBI, HAMpaBICHUS W TpeOOBaHUS MO 3amuTe UHGOpMAIUU B
BVY3e. Ilepecmotp IloauTUKH OCYIIECTBISIETCS B COOTBETCTBUU C M3MEHEHUSIMH,
BIIMAIOIIMMA HAa IE€PBOHAYAJbHYIO OLIEHKY pHUCKA, IYTEM  BBISBICHUSA
CYIIIECTBCHHBIX HWHIIMJECHTOB HapylmieHus WH(HOPMAIMOHHONW 0e301acHOCTH,
MOSIBJIEHUS HOBBIX YSI3BUMOCTEHM WJIM W3MEHEHHS OpPraHUu3alMOHHOW, WIIH
TeXHoJIoTHIeCcKor nHPpacTpykTypsl DoHpa.



